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The Wake-Up Call Nobody Wants

he phone's harsh ring cuts through Sarah 
Chen's bedroom at 3:47 AM. As 

We don’t know who’s behind that account. All the 
firewalls see are IP addresses and ports."

"Can we at least isolate those machines?" Sarah asks, 
already knowing the answer.

"We've got unusual traffic patterns into three 
substations," her lead analyst says, voice tight. 
"Started about an hour ago. Small data flows, 
nothing that would trip bandwidth alerts. But 
they're... systematic."

Sarah's blood runs cold. "Source?"

"That's the thing… it's coming from the office 
network. Accessing the HMI wouldn’t be a 
surprise, but the PLCs? The firewalls see 
nothing wrong. Maybe we should have 
segmented the HMIs from the PLCs like those 
consultants recommended…"

“Maybe, but the firewall team asked to double 
their headcount and extend maintenance 
windows to manage it, so that got shot down 
fast.” She's already pulling on clothes, laptop 
booting. "What about the SIEM?"

"Drowning us in alerts as usual, but nothing 
definitive. Could be overnight maintenance we 
weren't notified about. Could be someone 
mapping our entire control system. The tools 
can't tell the difference because technically, 
nothing malicious is happening. Yet."

With 20,000 customers, two hospitals, and a 
water treatment plant in the balance, shutting 
down operations isn’t even on the table. But 
doing nothing means someone could be 
installing persistence, changing set points, or 
mapping critical assets for a future attack.

"Get me eyes on who's actually logged into 
those systems," Sarah demands.

A pause. "We can see some service accounts 
active, but... you know our visibility problem.

T
Operations Director for the regional utility, she 
recognizes the emergency line ringtone 
immediately. Her husband doesn't even stir 
anymore. "Not without potentially locking out 

legitimate operations. We've got a 
maintenance window scheduled for 5 
AM, with two crews coming in. There’s 
no time to vet the changes..."

She doesn't need him to finish. Blocking 
real operations could trigger failures that 
would take down the substations anyway.

She stares at her laptop screen, watching 
the same dashboards that are failing her 
team right now. Thousands of firewall 
rules, millions of dollars in security tools, 
and yet someone is walking through their 
infrastructure like they own it. Because 
once they’ve breached the perimeter, 
technically, they do.

"Ma'am?" The analyst needs a decision.

"Verify every tech who's supposed to be working 
tonight. And start correlating access logs with 
physical badge reads," she says. She knows the next 
few weeks will be spent sorting out what actions 
were taken. “There’s an intruder in my house, and 
I’m just cleaning up after him,” she reflects.

"And if we confirm it’s unauthorized access?"

Sarah, knowing it’s security theater, laughs bitterly. 
"Then watch them closer." Because you don't shut 
down the grid. The grid stays up. The grid always 
stays up. Even if it means operating with a knife at 
your throat.

This story (or one like it) has played out in 
almost every industry: utilities, manufacturing, 
finance, healthcare. Swap out PLCs and 
substations for ERP systems, trading engines, 
or core banking apps, and the script doesn’t 
change.

Different dashboards, same helplessness.
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Sarah's utility isn't some security laggard. 
They have the latest firewalls, the most 
advanced SIEM, and EDR on every endpoint. 
Yet here she sits at 4 AM watching, when 
steps that could have prevented this were 
overruled by operational concerns.

If these tools work, why does every CISO 
have a Sarah Chen story? The answer lies in 
a fundamental mismatch between security 
goals and operational realities.

For most organizations, the problem isn’t 
lack of tools. It’s that your security model is 
welded to your network. Every new business 
initiative makes that weld more brittle and 
more expensive to maintain. In the next 3–5 
years, this becomes the limiting factor on 
how fast your business can move.

We used to live in simpler times. In those 
days, all threats came from outside; all you 
needed to do was create a strong perimeter 
as a bulwark. Firewalls were the obvious 
choice, and setting them up wasn’t 
particularly difficult. All external traffic 
routed through a single point, so placing a 
firewall at the edge made life easy. We 
made security the network’s job, solved 
through topology and dedicated appliances.

As threats evolved and began slipping past 
perimeters, enterprises added VLANs and 
ACLs for internal control. These tools change 
the network topology, forcing packets to 
flow through specific points to enforce rules. 
Overuse could make the network complex, 
so enterprises used them sparingly.

The result: security decisions must be 
expressed as network changes. And 
network changes are slow, brittle, and 
risky. That’s the architectural dead 
end.

The solution isn't more network controls, it's 
removing the dependency entirely. Identity-
based overlays that float above the network 
can deliver tighter security without touching 
topology. But first, let's understand why 
doubling down on the old approach fails.

While these tools were patched onto the old 
framework, the world was evolving at 
breakneck speed. The tools in IT’s toolbelt 
are now 3 decades old, but the enterprise 
and threat environment is worlds away from 
the one from which these tools have 
evolved:

• Physical datacenters once owned by 
centralized IT have given way to 
multicloud deployments run by business 
units, where infrastructure security is 
outsourced to the hyperscaler and a 
software misconfiguration can fling the 
door to the corporate network wide 
open.

• Third party access for suppliers and 
vendors is now routine – yet third 
parties are responsible for their own 
security.

• Ransomware groups now routinely 
breach companies with the simplest of 
attacks – social engineering.

• AIenabled tools now let attackers 
automate large portions of the kill chain 
– from scanning and exploitation to 
lateral movement and exfiltration –
compressing attacks into timeframes 
defenders struggle to match.

• Response times that once measured in 
hours or days now require real-time 
decisions – but change windows still 
take weeks to approve.

How We Got Here: An Architectural Dead End
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Operations don’t scale.

And all of this lands on the people who have 
to keep the lights on:

• Enterprise firewall teams are already 
buried under the technical debt of 
existing perimeter firewalls; they’re not 
strategists, they’re firefighters.

• Change windows stretch into weeks, 
while attackers move in minutes and 
business units expect changes in hours.

• Burnout isn’t theoretical. How long until 
one tired admin makes a change that 
causes a real catastrophe?

Expanding the firewall team by a factor of 
10 simply can’t be the answer.

Economics don’t scale.

Deploying 10x more firewalls in a network 
might improve control on paper, but it:

• Explodes capex while providing zero 
help to the top line, diverting funds 
from projects that could actually boost 
efficiency.

• Locks you into growing opex: support 
contracts, license renewals, and ever 
more specialized headcount to keep the 
whole thing running.

You spend more and more to stand still.

Complexity doesn’t scale.

The more you rely on network-centric 
controls, the more brittle the architecture 
becomes:

• Each new firewall or segment requires 
network topology changes that can take 
3 or more years to plan and execute.

• The result is a “hard wired” security 
strategy where every new change 
request becomes a mini engineering 
project.

• It’s not uncommon to have tens of 
thousands of rules at the perimeter. As 
many as 50% may be “zombie rules” 
that someone forgot to remove—no one 
knows what they do, but everyone is 
afraid to touch them.

Every new control adds another twist to an 
already tangled knot.

The truth is that the internal network is so sprawling and complex that even thinking of trying to 
keep attackers outside is just wishful thinking - they’re already inside.

What to do? It’s a natural temptation to lean into the old methodologies, with well understood 
firewalls and VLANs. However, this approach simply doesn’t scale. It fails on three fronts: 
economics, complexity, and operations.
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You now realize you need access controls 
around every PLC, RTU, historian, Level 3 
application, payment application, trading 
engine, and EHR database. In the 
firewall/VLAN world that means:

• 10–50x more rules and rule changes 
per year

• 10–20x more network devices to buy, 
power, cable, license, patch, and 
babysit

• A demand curve that implies 10x more 
specialized firewall engineers just to 
keep up

Many companies try anyway. They double 
the firewall team, then double it again, then 
outsource the night shift. Two years later 
and millions of dollars later, change windows 
are measured in months, and the crown 
jewels still aren’t cleanly isolated.

This is not a people problem. It is an 
architectural tax that scales exponentially 
with the number of things you want to 
protect.

There is another way. Virtual Chambers –
policy-defined security zones that wrap 
critical assets without changing networks –
can deliver microsegmentation and access 
control without the operational burden. To 
understand how, we need to first cut 
through outdated assumptions.

You can’t solve 2026 problems with 1996 
architecture. Every additional firewall rule, 
every new network segment, every 
tightened control adds another knot to an 
already tangled mess. The harder you pull 
on one end to tighten your security, the 
more twisted and contorted your 
security operations become.

The 10x Firewall Programmer Trap
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What would it mean to stop trying to untie 
decades of network complexity and instead 
bypass it altogether? It means adopting a 
security model built on five principles:

• Assume breach
• Decouple from the network
• Anchor on identity, context, and 

business visibility
• Minimize blast radius; and
• Support safe, reversible change.

Cut the 'Castle Wall' Mentality

Still expecting a porous perimeter to do 
something it's never been able to do 
effectively – keep threats out? Assume 
you're already breached. Shift to preventing 
damage instead of reacting to it, and 
operational resilience rather than rapid 
response. Expect security to protect critical 
assets directly, not defend imaginary 
boundaries.

Cut the Chains Binding Security to the 
Network

Every firewall rule is a link in the chain that 
holds your security down. The long-term 
goal: eliminate the need for them, not add 
more. Security must exist independently of 
network architecture: invisible, weightless, 
everywhere. No topology dependencies. No 
infrastructure prerequisites. This enables 
security that can be applied, adjusted, or 
removed without a single route change.

Cut Through Address Blindness

Addresses tell you nothing. 10.1.1.50 talking 
to 10.2.3.75 is meaningless. Cut through to 
what matters: who is accessing what, with 
which tools, and from where? Make high-
quality security decisions based on full 
context, not packet headers. Unlike Sarah’s 
team looking at anonymous service 
accounts, look for real intelligence: "James 
(contractor) using PowerShell to access PLCs 
outside maintenance windows."

Cut Through the Noise

50,000 daily alerts, 49,999 false positives. 
Cut straight to what matters: context-rich, 
actionable intelligence. Not packet-level 
gibberish but business-level clarity: "Unusual 
access pattern from compromised credential 
targeting systems outside normal scope." 
This isn’t about fewer alerts; it’s about 
executives finally getting clear answers to 
the questions: “Are we under attack?” and 
“What should we do right now?” Together 
with cutting through address blindness, this 
is how you turn raw traffic into business 
level understanding of who is doing what to 
which critical assets.

Cut the Handcuffs on Your Operations

Every operational adjustment shouldn't 
trigger a security review cycle. Equipment 
relocates? Security travels with it 
automatically. Emergency laptop needed? It 
gets appropriate access on connection. 
Temporary contractor device? Inherits least-
privilege permissions to appropriate assets 
instantly. Let security adapt in real-time to

Cutting the Knot

Legend tells of Alexander the Great facing the Gordian Knot – an 
impossibly tangled rope that no one could untie. His solution? He drew his 
sword and cut straight through.

We face that same challenge: keep pulling at a tangled mess of network 
security or cut straight through it.
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operational reality, instead of making 
operations wait for security committees to 
convene. That’s how you increase resilience 
without slowing the business down.

Cut the Blast Radius

Traditional network controls are 
sledgehammers: a simple change can affect 
all systems and users. Instead, apply 
surgical precision to your controls so 
changes that affect only their intended 
targets. A policy allowing role-based access 
to a PLC shouldn’t have side effects that 
expose other devices or introduce new risks. 
Test every modification against live traffic 
without risk. Reverse any decision instantly. 
Make mistakes survivable, experiments safe, 
and bold moves possible.

Cutting the knot doesn’t just reduce risk; it 
replaces dread with confidence. Instead of 
praying you won’t be attacked, you can 
operate knowing attacks are survivable and 
can be remediated without serious damage 
or downtime.

The Choice

Knot-tyers will say this is impossible. That security and network topology are 
inseparable. That you can't just "cut through" decades of architectural decisions.

Alexander didn't debate the rope experts. He drew his sword.

The blade isn’t mythical. It’s a new architecture approach, ready to deploy today. 
It combines identity-driven policy, real-time context, and software-defined 
controls that sit above the network, rather than inside it.

It's time to wield the blade.
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Cutting the knot isn’t about buying one more 
tool. It’s about committing to an architecture 
that changes where and how you do 
security.

Over the next 3–5 years, look for solutions 
that:

• Protect assets and operations, not 
networks.

The focus shifts from drawing better 
perimeters to directly defending the systems 
that run your business: substations, 
production lines, trading platforms, clinical 
systems.

• Decouple security from network 
topology.

Security policy should live above the 
network, not inside it. No architecture should 
require you to redesign VLANs, re IP 
environments, or spend three years on 
segmentation projects just to improve 
control.

• Use identity- and context-aware 
policy as the primary control surface.

Decisions should be made on “who is doing 
what to which asset, using which tool, from 
where, and when,” not on IP addresses and 
ports. That same model should produce 
human readable, business level visibility.

• Rely on software-defined, centrally 
managed enforcement that can 
follow assets anywhere.

As workloads move between data centers, 
clouds, and plants, their protection moves 
with them automatically, without waiting for 
a firewall change.

• Enforce least-privilege access with 
minimal blast radius.

Policy changes must be decoupled from one 
another, so a mistake affects only a narrow 
slice of access, not an entire network 
segment or business unit.

Zentera’s Zero Trust platform was built 
specifically around these principles. The 
payoff is straightforward: a much smaller 
blast radius when – not if – a credential is 
misused, faster and safer changes to critical 
access, and the ability for a lean team to 
secure far more infrastructure than a 
firewall-centric approach ever could.

Instead of hand crafting thousands of 
firewall rules tied to IPs and routes, you 
define Virtual Chamber policies in terms of 
identities, roles, and assets. Those policies 
are reusable across plants and sites, self 
documenting, and don’t require deep 
network expertise to modify. In practice, 
that means one small security team can 
manage the level of segmentation that 
would otherwise demand a whole floor of 
firewall specialists.

From Metaphor to Roadmap: What to Look For in Your Next 3–5 Years 
of Security Investments
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Executives don’t have patience for another 
“rip and replace your network” story. 
Zentera takes a different approach: we lay a 
security fabric over what you already have, 
instead of asking you to rebuild it from the 
ground up.

The Overlay Principle

Instead of changing your network, we create 
an invisible connectivity and security layer 
that floats above it.

Think of your existing network as the road 
system and Zentera as a secure helicopter 
lane built above those roads. The roads 
don’t move. Your PLCs, routers, switches, 
and servers stay exactly where they are, 
configured exactly as they are. But when 
something important needs to move –
control traffic to a substation, a production 
line, a clinical system, or a trading 
application – it can “lift off” the roads and 
travel through a protected air corridor that 
we define and control.

Zentera implements this with what we call 
Virtual Chambers: policy-based, logical 
segmentation zones that wrap your critical 
assets without changing the underlying 
network design. The underlying routes and 
VLANs don’t need to change; the Chamber 
decides who’s allowed in.

In microsegmentation terms, the overlay lets 
you define logical segmented zones – down 
to the level of individual PLCs or applications 
if needed – all without touching VLANs, IP 
addressing, or core routing. You get the 
control of microsegmentation, at just the 
right level of abstraction to make 
implementation simple.

This overlay can span data centers, cloud 
environments, remote sites, and OT 
networks, giving you a single, consistent 
way to protect critical assets regardless of 
where they live without forcing mass IP 
changes, redesigning zones, or touching 
existing OT redundancy schemes.

The Identity Engine

At the heart of the fabric is an identity and 
context engine that interrogates every 
connection attempt:

• Who are you? User, role, account, 
contractor, robot, workload.

• What device are you on? Managed 
laptop, on prem server, contractor 
machine, IoT box.

• What software are you using?
Vendor application, PowerShell, SSH 
client, custom app.

• What are you trying to reach, and 
how? Which asset, and from which 
location?

We federate with the identity systems you 
already own - Active Directory, LDAP, SSO 
providers - and add device fingerprinting 
and application verification on top. James 
from maintenance on a company laptop 
during his shift is very different from 
“James” on an unknown device at 2:13 AM.

This richer picture builds trust to help make 
high-quality policy decisions.

How Zentera Cuts the Knot: An Overlay Security Architecture
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The Enforcement Points

That identity driven policy is enforced as 
close to the action as possible, through two 
complementary approaches:

• Where possible: lightweight software 
on servers and workstations that 
enforces policy right as connections 
enter or leave the device.

• Where necessary: inline gateways 
that sit in front of legacy or 
unmanageable systems, such as PLCs, 
IoT, lab instruments – anything that 
can’t run software – acting as their 
bodyguards and supporting fail-open 
or fail-closed behavior.

Neither approach requires you to rewire the 
network. Enforcement points can be 
dropped into existing environments and 
automatically connect to a centralized 
orchestrator to obtain the latest policies. You 
gain fine grained control without touching 
routing tables or switch configs.

The Policy Language

Under the hood, Zentera turns this identity 
and context into a policy language humans 
can actually read:

• Not “10.1.1.1 can reach 10.2.2.2 on 
tcp/3389,”

• But “Maintenance technicians may 
access HMI systems using the actual 
Microsoft RDP client, with copy/paste 
disabled and watermarking enabled.”

Policies are written in terms of roles, asset 
types, time windows, and toolsets. They are 
understandable to auditors, operators, and 
executives. And because they’re centrally 
defined, changes take effect globally in 
seconds, not weeks.

This abstraction changes the staffing 
equation. One firewall rule change can easily 
consume hours of expert time to study 
potential side effects. One Virtual Chamber 
policy can often be authored and tested in 
minutes, because it only affects its intended 
target. That's the kind of order-of-magnitude 
efficiency gain that lets your existing team 
handle far more security work.

This is how you move from packet level 
configuration to business level control.

The Safety Mechanisms

Cutting the knot doesn’t mean cutting 
recklessly. Zentera builds safety into the 
model so change becomes faster and less 
risky:

• Monitor mode. You can simulate the 
effect of policies against observed 
traffic, seeing exactly what would have 
been allowed or blocked before you 
enforce anything.

• Local resilience. On-prem 
orchestrators with HA give you control 
over when and how you manage 
system maintenance. Enforcement 
points cache recent policy sets, and 
fail-open and fail-closed options are 
supported to ensure that  blips in 
connectivity leave critical assets 
operating safely under the last known 
good policies.

• Break glass access. In true 
emergencies, designated operators can 
temporarily override policies under 
strict logging and time limits, so 
lifesaving access is never blocked – but 
every exception is auditable.

These mechanisms let you move away from 
giant, fragile change windows toward 
incremental, reversible change.
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If you’re familiar with ZTNA and 
microsegmentation, Zentera sits at their 
intersection:

• Like ZTNA, it uses identity and context 
as the basis for access decisions, but it 
extends those decisions beyond remote 
users to cover accesses between on-
prem users, servers, PLCs, and OT 
systems inside your environment.

• Like microsegmentation, it reduces 
lateral movement and blast radius, but 
it delivers that control with a Virtual 
Chamber so policies are simple to 
program and maintain.

Virtual Chambers are how these ideas come 
together in practice: policy defined, software 
enforced security and connectivity wrapped 
directly around the assets that matter most.

How This Relates to ZTNA and 
Microsegmentation

Executives hate all-or-nothing bets. The 
good news is you don’t need perfect identity 
hygiene or a complete asset inventory 
before you start enforcing. A Zero Trust 
overlay is inherently incremental:

• Start at the crown jewels. Pick a 
small set of high-consequence assets –
one PLC, one production line, one 
clinical or financial application – and 
wrap them in Virtual Chambers. Run 
policies in monitor mode first to see 
exactly what would have been allowed 
or blocked.

• Flip to enforce with guardrails.
Once you’re comfortable, turn those 
policies on for that slice only. 
Break-glass access, pre-commit 
simulation, and clear rollback paths 
make mistakes survivable.

• Expand coverage as identity and 
discovery mature. As you clean up 
identity providers and asset data, you 
simply add more systems into 
Chambers. Existing policies stay 
portable; the underlying network can 
keep evolving at its own pace.

This is a no-regrets path: every step reduces 
blast radius and buys you visibility, without 
committing you to risky re-IP projects or 
permanent topology changes.

A No-Regrets Adoption Plan
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Let’s go back to Sarah’s utility, a year after 
deploying Zentera’s overlay.

The same office workstation begins probing 
PLCs in three substations just after 3 AM. 
The same service account is being used in 
an unusual way. The same potential for 
disaster exists… at least on paper.

This time, Sarah’s phone doesn’t ring.

The connection attempts hit Zentera’s 
enforcement points and are quietly denied. 
The reason is simple: the policies around 
those PLCs are explicit:

• Only on site maintenance engineers,

• On company issued devices with up-to-
date protection,

• Using the approved PLC control 
software,

• During defined maintenance windows,

• May connect to those PLCs.

An office workstation in the corporate 
network doesn’t meet those conditions. 
Virtual Chambers block the traffic before it 
ever reaches the control systems, logs the 
attempt with full context, and moves on. The 
substations stay online. The hospitals never 
notice. The water treatment plant keeps 
running.

At 9:15 AM, over coffee, Sarah opens her 
daily summary.

Instead of waking up to a crisis, she sees a 
concise entry:

Blocked activity: Contractor account 
“svc_maint_west” attempted to access 
PLCs in Substations 2 and 3 from Office 
LAN WS17 at 03:12, using PowerShell.

Impact: All unauthorized sessions were 
denied. No operational systems were 
reached.

Next steps: Review whether this was 
misconfiguration, misuse, or credential 
compromise.

She forwards the incident to her security 
team to investigate and goes back to 
preparing for a planned outage later in the 
week. There is no knife at her throat. There 
is no impossible choice between “shut down 
the grid” and “let the intruder roam.”

The difference isn’t that threats 
disappeared. It’s that the architecture 
changed:

• Critical assets are protected directly, 
not indirectly through a perimeter.

• Identity and context, not anonymous 
IPs, drive access decisions.

• Policies are precise enough that 
blocking one suspicious pattern doesn’t 
risk taking the plant down.

Sarah still gets phone calls in the middle of 
the night from time to time. But they’re for 
actual failures, not guesswork about whether 
anonymous network flows might be an 
attack.

A Different 3:47 AM
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Over the next 3–5 years, leaders will either keep tightening yesterday’s perimeter and 
hoping for the best, or commit to an architecture that assumes breach, protects 
operations directly, and scales to support tighter security. The technology to break 
from the past is ready; the real decision is whether to keep living with 3:47 AM calls 
you can’t control.

Two futures await. In one, you're Sarah at 3:47 AM, watching helplessly as intruders 
roam your infrastructure. In the other, you're Sarah at 9:15 AM, calmly reviewing 
how your Virtual Chambers automatically stopped an attack while you slept. The 
technology gap between these futures has closed. The only gap that remains is the 
decision to cross it.
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