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INTRODUCTION AND The Cybersecurity Maturity Model Certification (CMMC) is now a defining cybersecurity
EXECUTIVE SUMMARY standard for companies that do business with the U.S. Department of Defense. With

CMMC becoming a requirement for contract awards, defense contractors must uplevel
their security to protect Federal Contract Information (FCI) and Controlled Unclassified
Information (CUI) against sophisticated cyber threats. This white paper explains the
CMMC program’s demands and presents Zentera Systems’ Zero Trust approach as a
fast-track solution for achieving compliance at the highest levels.

CMMC IN A NUTSHELL

CMMC establishes a tiered model (Level 1-3) of cybersecurity practices that
contractors need to implement. Level 1 covers basic safeguarding for FCI (15 practices),
Level 2 requires a comprehensive set of 110 security practices equivalent to NIST SP
800-171 for protecting CUI, and Level 3 adds additional advanced controls (total 134
practices) for the most sensitive information.

In practice, most Defense Industrial Base companies will need to achieve at least

Level 2, which involves strict controls like multi-factor authentication (MFA), network
segmentation, continuous monitoring, and incident response. After the DoD’s final rule
in late 2024, CMMC is rolling out in phases — by 2025, many new contracts will stipulate
Level 2 compliance, and by 2026-2027, Level 3 requirements will come into force for
critical programs. Compliance is not optional without certification, contractors will be
ineligible for DoD contracts.

THE COMPLIANCE CHALLENGE

Meeting CMMC Level 2+ is challenging, especially for small and mid-sized contractors.
It demands a “Zero Trust” mindset — verifying every user and device, and limiting
access strictly to what is authorized. Traditional IT networks were not built with this
granular security in mind, making implementation complex. Contractors historically
relied on perimeter firewalls and broad network zones, which are inadequate for CMMC.
For example, CMMC requires that every accessto CUI be authenticated and logged;
simply putting CUl servers in a separate subnet isn’t enough if attackers or unauthorized
insiders can still move laterally once inside. Many organizations have found that
standard approaches (like new VLANSs or isolated networks) are disruptive and hard to
manage: they involve reconfiguring IP addresses, retraining users, and often create silos
that complicate collaboration.
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ZENTERA’S SOLUTION IN BRIEF

Zentera Systems addresses this gap with its ColP® (Cyber Over IP) Platform and Virtual
Chamber technology. This solution overlays on top of your existing infrastructure to
create secure, microsegmented zones (Virtual Chambers) around sensitive assets. It
implements a Zero Trust Architecture per NIST SP 800-207 — meaning no user or device
is trusted by default, and access to CUl is explicitly verified and allowed only if policy
conditions are met. With Zentera, companies can rapidly deploy fine-grained access
controls without changing their physical network or altering IP addressing schemes.
Authorized users, whether on-site or remote, connect through Zentera’s secure portal
and are granted access onlyto the resources permitted by policy. All other traffic

is denied by default, effectively containing CUI within an “invisible” chamber that
attackers cannot penetrate.

KEY BENEFITS
By using Zentera's Virtual Chambers, defense contractors can significantly streamline
their path to CMMC compliance. In summary, the approach offers:

e Enhanced Security and Compliance: Virtual Chambers ensure only verified,
authorized users, devices, and processes can interact with sensitive information. All
access to CUI/FCl is tightly controlled and monitored, dramatically reducing the risk
of data breaches. This addresses CMMC's strict Access Control and Identification
& Authentication requirements by enforcing least-privilege access and MFA at
every step. Every session is logged in detail, supporting the Audit & Accountability
mandates. In short, the platform not only checks the compliance boxes but
materially improves security by keeping intruders out and insider threats contained.

¢ Rapid Deployment with Minimal Disruption: Zentera’s solution is “Zero Touch” -
deploying as software without re-architecting the network. There is no need to re-IP
addresses, reconfigure switches, or install new physical firewalls. Organizations can
encapsulate existing servers and workstations into Virtual Chambers in minutes
instead of the weeks or months a network overhaul might take. Users continue to
work on the same systems and applications as before — but after authenticating — so
retraining and downtime are negligible. This fast, non-intrusive deployment means
companies can begin locking down CUI quickly to meet CMMC deadlines.

e Cost Efficiency: By overlaying on existing infrastructure, Zentera’s platform
avoids costly hardware purchases or network redesigns. There is no need to build
dedicated “CUI networks” with new appliances — the security is implemented in
software. This not only saves on capital expenses, but also on operational complexity
(fewer networks to maintain). Additionally, consolidating multiple security functions
(VPN, microsegmentation, monitoring) into one platform can reduce licensing
costs of disparate tools. The ROl comes from both compliance (staying eligible for
contracts) and risk reduction, as well as from leveraging what you already have
(identity systems, servers) rather than replacing them.

e Scalability and Flexibility: Virtual Chambers scale from small teams to enterprise
deployments across cloud and on-premises. Whether you need to protect one
sensitive database or thousands of endpoints across a multi-cloud environment,
the same solution scales up. Security policies are abstracted from the network, so
they can be applied consistently across data centers, office IT, and even operational
technology (OT) environments. This flexibility means the approach can evolve with
your business, supporting cloud migrations, mergers, or changes in contractor
partnerships without having to redesign security each time. It future-proofs your
compliance strategy as your IT landscape grows.
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CMMC 2.0:
UNDERSTANDING THE
CHALLENGE

e Secure Collaboration: CMMC often requires controlling not just internal access,
but also how you share CUI with external partners and subcontractors. Zentera’s
Virtual Chambers facilitate safe collaboration by providing tightly controlled access
for third parties. Instead of sending files back and forth (and risking leakage), a
partner can be granted time-limited access to a specific application or machine
inside a Chamber. For example, a supplier can remotely access a project server via a
pixel-only remote desktop (no files can be copied out, no clipboard or USB allowed.
This enables work with subcontractors while keeping CUIl secure, helping meet
CMMC’s requirements for information sharing (Media Protection and System &
Communications Protection) without violating data handling rules.

Together, these benefits enable an organization to achieve compliance quickly,
confidently, and in a way that aligns with long-term cybersecurity best practices. In fact,
Zentera’s approach implements the same “never trust, always verify” principles that the
DoD itself is mandating internally by 2027 as part of its Zero Trust strategy.

By adopting Virtual Chambers, contractors not only satisfy CMMC, but also position
themselves at the forefront of cybersecurity innovation, protecting their business and
the nation’s defense information simultaneously.

WHAT IS CMMC?

The Cybersecurity Maturity Model Certification is a unified standard created by the U.S.
Department of Defense to ensure every contractor in the Defense Industrial Base (DIB)
is safeguarding information at an appropriate level. It comprises three levels of maturity:

e Level 1 (Foundational): 15 basic practices (derived from FAR 52.204-21) that
all contractors must implement to protect FCI. These include rudimentary cyber
hygiene like using antivirus, limiting system access, and training staff. Assessment is
through annual self-attestation.

e Level 2 (Advanced): 110 security practices aligned with NIST SP 800-171, required
for handling CUL. This includes all Level 1 practices plus more stringent controls
across 14 domains (Access Control, Incident Response, Configuration Management,
etc.). Certification at Level 2 will typically require an independent third-party
assessment (for critical programs) or self-assessment for less sensitive contexts,
with an annual affirmation.

e Level 3 (Expert): 134 practices (a superset of Level 2, with an additional 24 controls
for advanced threat protection. These are drawn from draft NIST SP 800-171 Rev.3
and 800-172 enhanced security requirements. Level 3 is intended for the most
sensitive defense work and will be assessed by government (DoD’s DIBCAC team)
every three years. It signifies a state-of-the-art cyber program, akin to NSA-level best
practices.
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WHO NEEDS CMMC?

Any company that contracts or subcontracts with the DoD will eventually need to be
CMMC certified at the level specified by the contract (except purely COTS product
providers). This ranges from large defense primes to small manufacturers and software
vendors. If you handle CUI — design drawings, specifications, reports, or any non-public
DoD information — you will likely need Level 2 certification. Each contract RFP will
indicate the required CMMC level, and without that certification, you cannot win the
award.

In short, CMMC is becoming a prerequisite for doing business in defense. Beyond
compliance, it's important to the DoD because it aims to raise the security baseline
across the supply chain, closing backdoors that adversaries have used to steal sensitive
data from less-protected contractors.

THE HARD PART: BEYOND BASICS
Many companies already handle Level 1 just fine: those practices are mostly common-
sense policies (e.g., account management, basic physical security).

The real challenge emerges at Level 2 and above, which demand a robust cybersecurity
program. Key difficult requirements include: ensuring every login is multi-factor,
continuously monitoring system integrity, controlling internal network access, and
promptly detecting and responding to intrusions. Unlike Level 1, these aren’t one-time
checklist items but ongoing activities that require technology and expertise.

One of the most challenging aspects is the mandate to implement Zero Trust principles
for CUI systems. In essence, CMMC (especially in domains like Access Control, System
& Comm Protection, and Identification & Authentication) expects that only authorized
users on authorized devices running authorized software should ever get to touch CUI,
and that if anything or anyone else attempts access, it must be denied and logged.

Achieving this on a traditional flat network is extremely difficult — a point CMMC is
forcing organizations to confront. Why traditional networks fall short: Conventional
enterprise networks operate on an implicit trust model: once you're inside the network,
there aren’t many barriers to moving around. An employee who VPNs in or an attacker
who slips past the firewall often can reach vast swaths of systems. Traditional security
approaches like VLAN segmentation or site-to-site VPNs have fixed, coarse boundaries
that are inflexible. Consider a typical “moat and castle” setup: a company might create
a separate secure network zone for CUI data, protected by a firewall. While this isolates
CUI from the corporate LAN, it introduces operational headaches:

1. Complex, Rigid Infrastructure: Carving out a new subnet or VLAN for CUl means
touching network infrastructure - configuring switches, firewalls, and possibly
installing new circuits. These changes are slow and error-prone. Every time a new
CUI system or user needs to be added, IT faces a “move, add, change” hassle that
can take weeks. It’s a static solution in a dynamic world.

2. Application and Address Reconfiguration: Systems moved into a new network zone
often need IP address changes. Applications may need reconfiguration to point to
new addresses or DNS entries. This can break dependencies and requires thorough
testing. It’s essentially a mini-“migration”, diverting focus away from actual security
enforcement.
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ZENTERA'S VIRTUAL
CHAMBERS: A ZERO
TRUST APPROACH TO
CMMC
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3. User Disruption and Training: If you create a separate environment for CUI, users
might have to connect to it differently (maybe launch a special VPN or use jump
hosts). This not only requires training users to new workflows, but also tempts them
to find workarounds if the new process is cumbersome. Every additional step for
users is friction that can impact productivity.

4. Collaboration Roadblocks: Modern R&D and supply chains are collaborative. If a
subcontractor or partner needs access to CUI data, a segregated network zone
becomes an obstacle. Your partners might not easily connect into your new enclave
without complex federated access setups — leading some to dangerously share
data over email or USB as a workaround. The draft solution of a dedicated network
inadvertently makes sharing harder, contrary to how business operates.

5. Limited Scope of Traditional Tools: Many legacy tools (VPNs, NAC solutions)
weren’t designed for internal Zero Trust enforcement. VPNSs, for example, typically
grant broad network access once connected, which violates the principle of least
privilege. Network Access Control can verify a device’s posture at connect time, but
once on the network, it often doesn’t govern where that device can go. Thus, even
sophisticated traditional solutions often leave gaps inside the perimeter.

The bottom line is that CMMC compliance demands a new approach. The DoD
explicitly wants contractors to move away from perimeter-based security to a Zero Trust
Architecture, where “never trust, always verify” is the rule. In fact, Pentagon leadership
has noted that without Zero Trust, adversaries will continue infiltrating contractor
networks and stealing sensitive data.

Federal initiatives outside CMMC, such as Executive Order 14028 for federal agencies,
also reinforce Zero Trust as the way forward. Contractors who rely solely on legacy
methods will find it difficult to pass a thorough CMMC assessment for Level 2 or 3 - not
because they lack effort, but because their tools aren’t built for the job.

INTRODUCING VIRTUAL CHAMBERS

Zentera Systems’ answer to the above challenges is the ColP® Platform, which
implements and enforces security policies on top of your IT environment. At the heart of
this platform is the concept of a Virtual Chamber: a logical security boundary around a
set of assets (servers, VMs, databases, even OT devices) that you want to protect. Think
of a Virtual Chamber as creating a “secure bubble” in which your sensitive systems
reside, without physically moving them.

Inside a Virtual Chamber, systems can talk to each other freely (for example, an app
server and database server within the same chamber can communicate normally), but
*all traffic entering or leaving the chamber is subject to Zero Trust verification.

In other words, the Chamber is like a smart guard at the gate: only vetted connections
from authenticated users/devices are allowed through. Everything else hits an invisible
wall.


https://www.defense.gov/News/News-Stories/Article/Article/4078717/zero-trust-architecture-could-prevent-adversary-data-theft-protect-warfighters/#:~:text=Without%20the%20right%20level%20and,include%20details%20on%20weapons%20systems

Crucially, Virtual Chambers do not require any changes to the underlying physical
network or IP scheme. The ColP Platform performs all security functions (e.g., creating
encrypted tunnels or enforcing policies on packets) at the endpoints themselves.

This is a major departure from traditional segmentation that relies on network
appliances, which create chokepoints. Instead of routing all traffic through a firewall
(which can be a bottleneck and single point of failure), each protected host has a
lightweight agent (the zLink), and/or is behind an inline filter (the Microsegmentation
Gatekeeper, for devices that can’t run an agent). These act as the guard for that host,
under the coordination of a central controller (the zCenter orchestrator).

You can deploy Virtual Chambers anywhere — on-premises, in cloud VPCs, in labs, even
across geographically separated sites — and link them together securely over existing
networks (including the public internet). This addresses one big headache of compliance
projects: heterogeneous environments. Whether your CUI resides on a legacy Windows
server in a factory or a new Kubernetes cluster in AWS, the ColP overlay can encompass
both without needing a uniform network underneath.

ALIGNMENT WITH ZERO TRUST PRINCIPLES

The ColP Platform Virtual Chamber architecture was built from the ground up to follow
NIST’s Zero Trust Architecture (SP 800-207) guidelines. This means that it doesn’t
assume any implicit trust based on network location. Every access request is evaluated
in real-time against policy, considering the identity of the user, the posture of the device,
and the application process involved. By enforcing at the endpoint, this architecture
ensures that even if an attacker somehow gets on your network, they cannot move into
the Chamber unless they pass the strict checks — which they won’t, because they won't
have the right credentials, device, and software simultaneously. This effectively contains
threats and prevents lateral movement, a key goal of Zero Trust.

Unlike point products that address one aspect of Zero Trust (for example, standalone
microsegmentation tools or standalone ZTNA remote access services), Zentera’s
platform provides an integrated solution. It combines the microsegmentation (network-
level isolation) with controlled remote access, identity integration, and monitoring in
one. As a result, a Virtual Chamber is a complete secure environment, not just a network
tweak. This holistic approach means one system can fulfill multiple CMMC requirements
simultaneously, spanning all the way from from access control to audit logging.

HOW SECURE ACCESS IS ENFORCED
Let’s walk through how a typical access to a protected resource occurs:

1. User Authentication: An employee or contractor who needs to access a CUI asset
first authenticates via Zentera’s portal (typically hosted on-premises). This ties into
your existing Identity Provider (such as Active Directory/LDAP, Azure AD, Okta, etc.)
using SAML or OAuth2/0IDC federation. This step ensures the user’s corporate
identity is verified, including applying any multi-factor authentication (MFA)
requirements. If your policy says only users with a DoD CAC or a certain MFA can
access CUI, those checks are enforced here.

2. Device Verification: The zLink agent on the user’s device (or the Launcher client)
conducts a device posture check. It fingerprints the machine, gathering attributes
like host name, MAC addresses, OS version, security patches, presence of required
EDR, etc. This creates a profile of the device’s identity and security posture. If the
device doesn’t meet security policy (say, it's missing the latest antivirus definitions
or it’s not a registered corporate asset), the system can block access or flag for
review. This satisfies CMMC controls around allowing access only from authorized
and secure systems (part of System & Information Integrity domain).
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3. Policy Decision (Trust Algorithm): The zCenter orchestrator acts as the Policy
Decision Point (PDP). When a user attempts to open a session to a specific resource
(e.g., connecting via RDP to a server in the Chamber, or accessing a database),
zCenter evaluates the request against the security policy. These policies are defined
centrally and are typically identity-based rules — for example: “Allow John_Doe
(from Group Engineers) on a company-issued device with up-to-date patches to
access Server_X via RDP”. Policies can incorporate user roles, device attributes,
time of day, and even software process on the source or destination. The inclusion of
process context is an advanced feature: the platform can distinguish access coming
from, say, an approved software (your CAD application) versus from an unauthorized
tool (like someone trying to use scp or an unknown script). This adds another layer of
protection, aligning with CMMC’s emphasis on least functionality and whitelisting of
software.

4. Enforcement (Policy Enforcement Point): If the access request is approved by
policy, the zCenter orchestrates a secure application tunnel from the user’s device
(or from the gateway if coming from a certain network) to the target asset inside the
Chamber. This connection may be direct (if the user and the asset are in the same
network) or brokered (if the user and asset are not in the same network), and is
encrypted end-to-end. The zLink agent on the target server will only accept traffic
that zCenter has approved and orchestrated; all other traffic is denied by default.
The key point is that enforcement happens right at the source and destination - if
a device isn’t supposed to talk to a server, the agent simply won’t let the packets
through. Even IP spoofing doesn’t help an attacker here, because the agents and
orchestrator use cryptographic identity and trust channels, not just IP addresses, to
validate communication.

5. Continuous Monitoring: Once a session is established, it isn’t left unchecked. The
platform continuously monitors active sessions via zCenter. If something changes
in the user’s device posture (perhaps EDR is disabled) or other factors required
for the access (e.g., the user moves to a disallowed location), policies can be re-
evaluated and the session can be terminated if it no longer meets the requirements.
Administrators have a live view of who is connected to what in the Chamber. They
can manually terminate any session if suspicious, or even quarantine a device with
one click if it's behaving abnormally. This is directly relevant to CMMC'’s Incident
Response and System Integrity requirements — it provides a means to respond and
contain in real time.

SECURE REMOTE ACCESS METHODS
Zentera provides multiple built-in secure access modalities to interact with resources
inside a Virtual Chamber, each designed with security controls to prevent data leakage:

Remote Desktop Protocol (RDP) and VNC: Users can launch remote desktop sessions
to Windows or Linux machines in the Chamber via the ColP Launcher. Unlike a standard
RDP, the ColP-managed RDP can have security options enforced — for example,
*clipboard copy-paste can be disabled, file transfer through the RDP session can be
blocked, and USB device redirection can be prevented. This means even if someone is
connected to a sensitive system, they can’t easily exfiltrate data by copy-pasting into
their local machine or plugging in a flash drive.

Secure Shell (SSH): For command-line access to Linux/Unix systems, the platform offers
a hardened SSH. It allows legitimate SSH usage for admins or automated processes,

but can *block risky behaviors like SSH tunneling or SCP file transfers. Often attackers
abuse SSH to tunnel other traffic or exfiltrate files; by blocking those by default, the
system ensures SSH is used only for its intended interactive purpose.
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e Secure File Transfer: For cases where files legitimately need to be moved in or out
of a Chamber (for example, uploading a software update to a secure build server,
or downloading log files), Zentera provides a File Transfer Manager. This tool lets
users transfer files through an approved, monitored channel that can be linked with
content scanning (ICAP for AV/DLP) if required. Every file moved can be scanned for
malware or sensitive data signatures, logged for audit, and subjected to policy (e.g.,
perhaps only certain file types are allowed). This helps satisfy CMMC requirements
around Media Protection — ensuring that digital media containing CUl is controlled
and inspected.

¢ Generic Network Access: In scenarios where a custom application needs to
communicate (say a specific database client or an ERP application), the platform
can allow generic TCP/UDP connectivity through the Chamber if the policy permits
it. Even here, it’s not a free-for-all: the identity of the client and server processes can
be verified (including verifying their digital signature), and then only required ports/
protocols are opened. All traffic is still encrypted in transit automatically. Essentially,
Zentera can function like a VPN that can be used only by specific applications,
under pre-approved contexts.

SHARED SERVICES AND EXCEPTIONS

In a real-world environment, some services lie outside the Chamber but are still needed
by systems or users inside (for example, Active Directory domain controllers, time
servers, license servers, or corporate update servers). The Virtual Chamber allows
administrators to define policy-based exceptions to permit chambered assets to reach
specific external services securely. based on DNS names or IPs. This flexibility ensures
that putting assets in a Virtual Chamber doesn't break their necessary communications
with corporate IT services.

MAPPING SOLUTION Zentera’s Virtual Chamber concept directly addresses many of the technical practices
required by CMMC Levels 2 and 3. Here’s a high-level mapping of how the platform’s

CAPABILITIES TO CMMC capabilities align with CMMC domains.

REQUIREMENTS

ACCESS CONTROL

The principle of least privilege is enforced through identity-based access policies. Only
authorized accounts (with the right roles and attributes) can access CUI systems, and
even then, only via approved methods. By creating isolated chambers and requiring
explicit policy for any access, the platform ensures that AC.1.001 (limit information
system access to authorized users) and related Level 2 practices are fulfilled.
Subcontrols like separating duties or controlling remote access are implemented via
policy rules that restrict who can do what (e.g., admin vs. regular user privileges) and
through the secure access portal that governs remote sessions.

IDENTIFICATION & AUTHENTICATION (IA)

Zentera integrates with standard enterprise identity providers to ensure every user is
identified and authenticated with MFA before accessing CUI. This covers requirements
like IA.2.078 (multi-factor for local and network access to privileged accounts) —
Zentera can enforce MFA universally for access to Chambers, satisfying even stricter
interpretations of this control. Device identity is also verified, contributing to IA domain
objectives of authenticating devices. Essentially, nothing gets in without proving identity.
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SYSTEM & COMMUNICATIONS PROTECTION (SC)

The creation of Virtual Chambers is fundamentally a network communications
protection measure. It segments communications and encrypts data in transit between
authenticated nodes (meeting SC requirements for protecting CUI in transit). The
default deny stance and the ability to define secure conduits mirror the concept of
controlled interfaces in SC. For instance, SC.2.179 (control communications at system
boundaries) is implemented by the chamber boundary enforcement. The platform’s
ability to block unauthorized flows and only allow whitelisted services also meets the
intent of preventing unauthorized data export (SC domain). Even the use of approved
cryptography (SC.3.177) is built-in, as ColP uses strong encryption for all tunnels
(aligned with FIPS 140-2 standards).

AUDIT & ACCOUNTABILITY (AU)

Zentera logs all security-relevant events. It can retain and forward these logs to meet
AU.2.041/AU.3.048 regarding audit log generation and protection. This centralization
makes it easier to protect logs from tampering (addressing AU.3.051 about audit log
integrity). Auditors will find that the platform provides a clear audit trail of user activities
to demonstrate compliance.

CONFIGURATION MANAGEMENT (CM)

While CM in CMMC often pertains to managing configurations of systems, Zentera
contributes by ensuring that only devices meeting certain configuration/posture can join
the secure environment. This is akin to enforcing secure configurations as a prerequisite
to access (fulfilling the spirit of controls like CM.2.064, CM.2.065 which deal with
baselines and configuration settings). Moreover, deploying security through software
means security rules (policies) are centrally managed configuration items — they can be
versioned, updated, and consistently applied, helping with CM.

MEDIA PROTECTION (MP)

The controls around media protection include things like controlling CUI on removable
media and sanitizing it. By using Virtual Chambers and secure remote access,
organizations can significantly reduce the use of removable media for CUI. Since data
can remain in the chamber and be accessed remotely, there’s less need to put it on

USB drives or DVDs (which is what MP practices aim to minimize). Additionally, the
platform’s file transfer controls and ability to log file movements into or out of a Chamber
provide oversight for digital media handling, addressing MP.2.119 (control media
access) in practice for electronic media.

SYSTEM & INFORMATION INTEGRITY (SI)

Zentera's posture check and continuous monitoring contribute to system integrity

by ensuring only healthy, trusted systems participate. Its threat detection (via policy
violation alerts) and immediate response (quarantine) support SI.2.216 (monitor
organizational systems and detect attacks) and SI.2.214 (identify malicious content)
when integrated with ICAP scanning. If malicious activity is detected (like an unknown
process trying to initiate a connection), the default deny architecture inherently blocks it
and alerts the admins, fulfilling the intent of SI controls to protect against and respond to
threats.

In summary, Zentera’s approach spans a broad swath of CMMC requirements — it's a
foundation that directly contributes to seven CMMC domains (AC, IA, SC, AU, CM, MP,
SI), which covers a majority of the Level 2 practices. Zentera dramatically simplifies the
technical controls so that your team can focus on the remaining process/policy areas
without worrying if the network and systems are secure enough — Zentera has that
covered.
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GETTING STARTED WITH One of the advantages of Zentera’s approach is that it can be deployed incrementally
and quickly. You do not need to overhaul your entire network or stop all projects for
ZENTERA FOR CMMC months to become compliant.

Below is a typical roadmap to implement Virtual Chambers to protect a CUI
environment, which can be accomplished in a matter of days to weeks:

e Step 1: Platform Deployment
Deploy the Zentera zCenter orchestrator as a virtual appliance to set up the
control plane for your Chambers. It’s lightweight — for example, zCenter can run
on a modest VM and doesn’t require special network hookups (it just needs IP
connectivity to the agents).

e Step 2: Onboarding Assets
Install the zLink agent on the servers, VMs, or workstations that will be part of
the Virtual Chamber. The agent software is available for common OS platforms
(Windows, Linux, macOS). It can be deployed through your existing software
management tools like Microsoft SCCM or scripts. For devices that cannot run
agents (perhaps specialized OT machines or legacy systems), plan the placement of
Microsegmentation Gatekeeper appliances. These are typically small hardware or
virtual appliances you insert in-line with the device’s network link, acting as its proxy
to the Chamber. Simultaneously, connect zCenter to your Identity Provider (IdP)
using SAML/OAuth to leverage your existing user directories and groups.

e Step 3: Defining Your Virtual Chamber
Through the zCenter console, define your first Virtual Chamber. This usually involves
selecting the assets (agents) that belong in it. For example, you might create a
Chamber for “Controlled Engineering Data” and include the file server with CUI,
the application server that processes it, and a set of engineer workstations. It’s a
logical grouping. Next, define the access policies for that Chamber. Zentera provides
templates and a straightforward interface: you'll specify which identities (users
or user groups) can access which Chambers via which methods (RDP, SSH, etc.).
Initially, you might start with a simple policy like “Engineering group can RDP into
Engineering Chamber.” The key is that policies are defined in terms of roles and
asset labels, not low-level IP rules, making them easier to manage than firewall
ACLs. You can also configure needed exceptions for external services (as noted
earlier, DNS, time servers, etc.) at this stage, so that those are allowed.

e Step 4: Testing and Tuning
Before rolling out widely, it's wise to test the setup with a few pilot users and
systems. Zentera’s platform offers a “detection” mode (monitoring mode) for
policies where it will log what would be blocked without actually blocking, which can
be useful during testing. Use this to ensure your policies are correct. This step gives
confidence that when you turn on “enforcing mode,” you won't accidentally disrupt
business.

e Step 5: Go Live - Enforcement and Expansion
Start enforcing policies on the Chambers (blocking unauthorized traffic). At this
point, your chambered CUI systems are protected, and you can onboard additional
users or assets into the Chamber as needed. If a new team or partner needs access,
or you need to add servers in a lab, you can do it without touching any network
hardware. This agility allows you to scale up the secure environment across your
organization as needed to handle CUI.
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e Step 6: Ongoing Operations
Once in production, the ongoing maintenance is relatively light. Your security
team will monitor logs (either in zCenter or via your SIEM integration) as part of
normal operations. If anything suspicious appears, they can refine policies or take
action (like quarantine). As new threats emerge, you might update policies — e.g.,
“temporarily block all PowerShell usage within the Chamber” if a PowerShell-based
attack is feared — which can be done in minutes centrally. Periodic reviews of
the policies against CMMC requirements are recommended to ensure continuing
compliance (e.g., if CMMC updates a control or your environment changes, adjust
policies accordingly). Zentera and its partners offer support services and can even
assist with policy templates tailored to CMMC, making ongoing compliance easier.
The platform can also generate documentation (network diagrams of chambers, lists
of controls in place) that can be included in evidence for CMMC assessments.

Throughout deployment and operation, it's important to involve your IT, security, and
compliance stakeholders. The beauty of Zentera’s solution is that it speaks to all their
concerns: IT sees that it doesn’t disrupt the network or require new infrastructure,
security sees the strong technical controls, and compliance officers see that policies
and logs map cleanly to CMMC requirements. By the time you are finished, you have not
only a compliant environment but one that is documentably secure — something you can
confidently show to CMMC assessors.
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CONCLUSION

CMMC has raised the bar for cybersecurity in the Defense Industrial Base — and for good
reason. With state-sponsored threats actively targeting contractors, doing the minimum
is no longer enough. Achieving CMMC compliance is about not just winning contracts,
but fundamentally about protecting sensitive defense data and maintaining the trust of
the DoD. However, getting to compliance doesn’t have to be onerous - Zentera offers a
unified, elegant solution to meet these challenges.

In this paper, we saw that Zentera’s Virtual Chamber approach directly addresses many
of the toughest CMMC requirements. With Zentera, organizations can transform their
existing IT estate into a compliant state quickly without major disruption or overhaul.
This is a stark contrast to traditional methods which might involve months of network
re-engineering and still leave gaps. Zentera offers a future-proof strategy. As cyber
regulations evolve, having a dynamic Zero Trust architecture means you can adapt
through software and policy — not forklifts.

For executives, the value proposition is clear: fast compliance, reduced risk of breaches
(and the fines or damages that come with them), and preserved business agility. For

IT teams, it means they can achieve security goals without fighting the network or
hampering users. And for compliance officers, it means a smoother audit process,

with evidence of controls readily available and mapped to CMMC'’s requirements. A
single integrated solution reduces the complexity of managing and proving compliance
compared to juggling multiple fragmented tools.

Now is the time to act. CMMC requirements are already appearing in contracts, and
early adopters will have a competitive edge in the DIB market. By embracing a Zero
Trust solution like Zentera’s ColP Platform, you can rapidly position your organization as
CMMC-compliant and cybersecure. This not only opens the door to new DoD contracts
but also insulates your operations from the ever-increasing threats targeting defense
contractors. The cost of inaction — potential contract loss or a security incident — far
outweighs the investment in a strong security foundation.

Achieving CMMC compliance can be complex, but with the right strategy and tools

it becomes manageable and even transformative. Zentera’s Zero Trust architecture
simplifies the process by providing an out-of-the-box way to fulfill many controls at once,
letting you tick off requirements with confidence.

TAKE THE NEXT STEP

To learn more about how Zentera can help your organization meet CMMC requirements
or to see a live demonstration of the ColP Platform in action, please contact our team
(sales@zentera.net). We will work with you to understand your specific challenges and
design a pilot that showcases quick wins. Joining the ranks of cyber-ready, CMMC-
certified contractors is within reach — and Zentera is here to ensure your success in this
new era of defense contracting security.

ZENTERA SYSTEMS, INC. | WWW.ZENTERA.NET 12



APPENDICES

GLOSSARY OF TERMS y

ADDITIONAL RESOURCES
AND REFERENCES

CMMC (CYBERSECURITY MATURITY MODEL CERTIFICATION:

A U.S. Department of Defense (DoD) program that defines the standards required for
defense contractors to protect FCl and CUI.

FCI (FEDERAL CONTRACT INFORMATION):

Information not intended for public release that is provided or generated under a
contract to develop or deliver a product or service to the government.

CUI (CONFIDENTIAL UNCLASSIFIED INFORMATION):

Sensitive information that requires safeguarding or dissemination controls but

does not meet the criteria for classification under the U.S. government’s classified
information standards.

COIP (CYBER OVER IP) PLATFORM:

Zentera’s patented security platform that provides a software-defined overlay to
isolate critical assets, enforce Zero Trust policies, and enable secure communication.
VIRTUAL CHAMBER:

A logical network boundary within the ColP Platform that isolates assets and enforces
access control policies in accordance with Zero Trust principles.

ZERO TRUST ARCHITECTURE:

A security framework that requires verification of every user, device, and process
attempting to access resources, regardless of their location.

ZTNA (ZERO TRUST NETWORK ACCESS):

A security model that grants access to applications and data only after verifying the
identity, context, and security status of users and devices.

zLINK

Zentera’s agent software that is installed on endpoints to enforce access control
policies and manage secure connections within the Virtual Chamber.

NIST SP800-171 R3: “Protecting Controlled Unclassified Information in Nonfederal
Systems and Organizations” - The foundation of CMMC Level 2 requirements.

NIST SP800-207: “Zero Trust Architecture” - The framework that defines Zero Trust
principles, which are foundational to CMMC compliance.

Cyber AB: The organization responsible for overseeing the certification process for
CMMC assessors.

Zentera Systems ColP Platform White Papers and Case Studies
ColP Platform Function Mapping to CMMC

ABOUT ZENTERA Zentera Systems is the leader in Zero Trust Security solutions for the digitally-
transformed enterprise. Founded by experts in networking, security, and remote

SYSTEMS T ) ; .
access, the company offers award-winning Zero Trust networking, security, and multi-
cloud connectivity that overlays any fragmented infrastructure and deploys rapidly on
premises or in the cloud. Global enterprises use Zentera’s products to secure employee
and third-party access, protect against data leaks, and instantly defend applications in
complex hybrid and IT/OT environments. The Silicon Valley-based company has received
numerous recognitions, including Cool Vendor for Cloud Security by Gartner.
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https://csrc.nist.gov/pubs/sp/800/171/r3/final
https://csrc.nist.gov/pubs/sp/800/207/final
https://cyberab.org/
https://www.zentera.net/resources

